From: Grace Ockwell

To: I
Cc: Kristy Rusher; Daphne Griffen
Subject: Request for information - Beau Murrah
Date: Tuesday, 17 November 2015 03:29:24 p.m.
Attachments: Address to DCC Meeting 21 September 2015 Beau Murrah.pdf
image001.png
image002.jpg
image003.ipa
image004.jpg
LGOIMA DCC _Parkinaglnfrinagements UR2051andFLB918 (2).pdf
LGOIMA DCC_Parking Infringements _ UR205 and FLB918.pdf

Dear Beau,

Thank you for your letter of 30 October 2015 requesting information about yourself held
by the Dunedin City Council (DCC).

Your request has been considered under the provisions of the Local Government Official
Information and Meetings Act 1987 (LGOIMA) and the Privacy Act 1991 and the
following response is provided.

The DCC holds the following reasonably accessible information about yourself:

1. A copy of the address you gave to the Council meeting on 21 September 2015
about online voting;

2. The minutes of the Council meeting which record your presentation during the
Public Forum part of the Council meeting and

3. The video from the Council meeting.

Item 1 is attached and Items 2 and 3 are available on our website. (Minutes, agendas
and reports search - Dunedin City Council)

I am attaching spreadsheets which show the infringement history for the vehicle with
registration plate UR2051 from 5 November 2012 to 8 December 2013 and for the
vehicle with the registration plate FLB918 for the period 13 June 2014 to 1 November
2015. Please note that we have provided information only for the times that the
vehicles were in your ownership.

Kind regards,

Grace Ockwell
Governance Support Officer
Civic and Legal

Dunedin City Council
50 The Octagon, Dunedin; P O Box 5045, Moray Place, Dunedin 9058, New Zealand

Telephone: 03 477 4000

Email: grace.ockwell@dcc.govt.nz
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Address to DCC Meeting Beau Murrah 21/09/2015
RE Online Voting

About me:

My name is Beau Murrah and | am 26 years old. Resident of Dunedin since 2008 and graduate
from the University of Otago with Bachelors of Law and of Arts. My accent reflects my American
New Zealander heritage though | have lived in New Zealand since | was 8.

I became enrolled as a barrister and solicitor of the High Court in March this year. I have a strong
hobby and professional interest in computers. In the last two years | have also attended the
computer security conference Kiwicon in Wellington.

| address the Council today asa member of the generatlon described as millennial and the first
digital natives who see digital and online engagement with government as a growing and important
part of our democratic process. | am certainly not reactive against technological change. This is
why | was proud to represent Dunedin and New Zealand in a team with two others recently at the
International GovHack Awards Ceremony in Australia. Our project focused on making Parliaments
online legislative materials more accessible and won national awards in the competition.

I would go as far to submit that every aspect of the electoral process should made more digital,
and more accessible online EXCEPT for the actual method of voting, which | am submitting
strongly against. Unlike lawmaking on important issues of rights and duties, in any really important
technical application, you never actually want version 1.0 if you can avoid getting it. Version 1.0 is
not the same as being a leader or at the head of progress. Version 1.0 is being the test-case and
navigating bugs, possibly risking critical failure. The Wellington City Council, | would submit, has
made that step rashly but potentially to the benefit of others to learn from. What one really wants is
Version 2.0, if a 2.0 edition is ever made and people still see it as worthwhile. In the vote to take
part in the online voting trial DCC has a choice here to sensibly wait for the development of version
2.0 from the experiences of other Councils without voting against progress in any sense.

I wish to make points under three general headings, which | have elaborated with more detail in my
tabled notes.

1. To consider the full range of real and perceived risks to the electoral process and not
just to focus on worst-case scenario security breach risks, which are easier to discount
as extraordinary events

2. That current electoral legislation and related social norms - particularly the Local
Government Act 2001 - are currently inadequate to deal with issues and offences made
possible under an online voting method

3. That there is a lack of current justification for the introduction of online voting

A lot of focus in discussion has been on the ‘doomsday’ scenarios where votes could manipulated
to affect real election outcomes or to force another election to be held. This is a real technical
possibility but | feel it has been well discussed, potentially overly focused on, to the point it may be
easier to ignore. Something like it would be unprecedented in New Zealand and if it were to ever
happen | think it would be far above all of our heads and a matter for central government and
security agencies. | do discuss it in the notes, best to move on, field any questions as desired.

However, | want to ask you alf to scale down your thoughts to the capabilities of someone who
operates a Wi-Fi network used by the public or gains access to its operation, possibly dedicated
individuals frustrated with Council, rebellious teenagers, potentially a malicious person anywhere
on the globe with money to spend on a “Botnet” for a Denial of Service Attack. These are the kinds
of capabilities which will definitely present new risks in the first trial of online voting.
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Address to DCC Meeting Beau Murrah 21/09/2015
RE Online Voting

Extraordinary “Doomsday scenario”

This scenario typically envisages a dedicated and possibly conspiratorial effort by an
individual, group or nation state with an interest in the electoral influence from the outcome
of an election or merely the disruption caused by spoiling an election.

A plausible doomsday scenario would be:

1. After the online voting platform is released or publicly viewable, or advanced access is
gained, a dedicated malicious group studies and creates a convincing fake “Phishing” portal
imitating the real voting portal closely or close enough is distributed to people in emails and
other means. This is a common method of attempting to defraud online banking users.
These phishing portals can be targeted at particular kinds of people, potentially less
sophisticated and more vulnerable computer users, and can take some time before they
are properly identified by relevant authorities.

2. In this fraudulent portal the unsuspecting voter enters their credentials, and believe they
are accurately submitting their vote. The ballot caster is potentially none the wiser as there
is usually no direct feedback from the electoral body that confirms a vote has been received
in a postal vote or others (if there is a digital receipt of a vote being received, this can also
be relatively easily faked by a group of this capability).

3. The malicious group has already effectively captured votes from being properly collected,
and may have the capability to cast votes using the collected credentials in a dispersed
manner to attempt to selectively influence the election. The group would potentiaily attempt
to only marginally shift certain districts or ranges of voting, so as to remain less detected
and increase difficulty in proving manipulation.

4. There is a potential value for this group even if the manipulation is revealed in some
fashion as it could spoil the election. The manipulation may be even intentionally revealed
to discredit an election, or if the intended election result is not received.

the followin h rio:

This scenario does not involved hacking or manipulating the online voting system of a Council or
otherwise directly in a way that would be typically able to be detected or raise direct red flags within
the Council’s systems. It relies on manipulating electors who are in different locations and networks
and potentially not at all in communication with each other about their voting experience. These
users can be targeted specifically at more vulnerable populations. This aspect of lack of
communication is heightened by the secret ballot and expectations around discussing voting.

Once this phishing is discovered, it has to be analysed closely by computer security professionals
and it would be another step of investigation to determine the extent of the effects. | also note that
this doomsday scenario is also potentially mitigated in significant by the application of processes
such as 2FA or Two Factor Authentication. You may be familiar with this process, where a message
is sent to a second thing such as your phone to confirm your identity.
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RE Online Voting

( : ary one, | submit there are a range of risks
that may not determlne or spoﬂ an entlre electlon but they could diminish public respect for the
core democratic process and require some response by Council. Given the potentiai for their
treatment in media and public debate, the effects could be significant far beyond their actual risk |

submit the Council must properly respond to perceived security risk or risk the process being
degraded in the eyes of the public- this will ultimately be placed at the foot of Council regardless of

the real risk.

The fraudulent online vote rumour

Consider during the electoral period a screenshot of an alleged falsely-cast online vote is posted
by an anonymous account describing themselves as a hacker to the Buy and Sell & Trade
Facebook Group, claiming to have gained significant numbers of other peoples credentials through
some illegal means. They could claimed to targeted people attempting to vote over the DCC public
network. Properly faked | am confident this post would be shared widely and gain an ODT article
and media coverage. It will likely require investigation and statements saying that no votes were
falsely cast or otherwise.

This is easy to do, and potentially deniable and hard to prove. Given the perceptions around online
security, | could see this potentially becoming a regular feature of a media cycle, particularly in a
trial run.

I ask is the DCC sufficiently prepared to deal with these kinds of actions? Is the social media arm
of the Council going to be trained properly for the election? How will Councillors respond to these
issues - is this risk worth taking on for a trial when it can be responsibly deferred?

Hostile network-operator

Imagine a person who puts a block on accessing the online voting page on over some public/semi-
private/private Wifi network to redirect to “Government is crap don't vote.govt.nz” or whatever other
website. An online redirect on a local network is trivial to do. Its effect is obvious though, and
limited to the network itself.

However, such redirect can also be deniably done by a number of people. This would likely bring
about its own ODT article and considered as a mark of the degraded respect given to the process.
Is this network operator going to receive appropriate legal action by the DCC? Or will it be
considered heavy handed and a complex legal issue given its on someones potentially private
network?

Would we stand for this kind of behaviour if someone was filtering postal mail with a DCC logo at
an address? It would seem obvious to us this is an offence, | do not yet think we understand how
to respond to these kinds of interferences.

DDoS - Denial of Service Attack

A DDoS attack is essentially a spam-attack where potentially many thousands of computers
attempt to access a system at once, and the burden this places on this system causes it to deny
service to others. Targeted at a crucial time, such as the last few hours of voting day -this cause
cause significant interference.

A DDoS attack would cause discrediting and acrimony of the process - quickly there would be
screenshots of the system being down even momentarily and cited against Council and as proof
the system is failing. It is possible, unless a system is designed well enough, for it to succumb to
DDoS from legitimate but heightened user pressure and interest.

Page 3 of 5





Address to DCC Meeting Beau Murrah 21/09/2015
RE Online Voting

DDoS continued-

If the DCC voting portal - or systems related to its voting infrastructure - were to somehow become
a point of interest nationally or internationally, its possible for it to become DDoS’d in this
unintentional manner. Its possible the strain of legitimate people trying to vote in the last hours of
the election could cause the system to go down.

“Botnets™ are networks of computers that can be put to work towards DDoSing targets, typically
they are unsuspecting peoples computers infected with viruses. These Botnets can be purchased
online for relatively cheap, considering the potential disruption they can cause.

That the legal & social norms are currently inadequate to deal with an online voting method
and potential abuses.

Under online voting existing issues that are known about with postal voting are magnified and new
issues are created. These particularly focus on the issue of protecting the secret ballot in a
potentially globally accessible or monitored medium from advertising, cookies, governments and so
on. Online voting opens up the potential for interference before or during voting to a massive
theatre. With regards to postal voting it is limited at least to people who have close physical
proximity to the baliot.

I submit the Local Electoral Act 2001 is not yet fit for purpose for online voting and the Wellington
City Council at the least will be on the reactive, pointy end of issues that arise because there not
simply been enough analysis of these issues. | note there has been no substantive literature
produced on online voting produced by the New Zealand Law Society.

Consider, just as one example, Section 122(a) of the Local Electoral Act 2001 which is the first
listed offence under the Act:

122 Interfering with or influencing voters

(1)Every person commits an offence, and is liable on conviction to a fine not exceeding
$5,000, who—

(a) interferes in any way with any person who is about to vote with the intention of
influencing or advising that person as to how he or she should vote:

On a plain reading of this section, potentially any information, advertisements placed alongside
links to the voting platform, perhaps a post on Facebook saying “Vote (or don't vote) at this link
right now for (or against) XYZ "t would be an offence under the Act, because of the pure
imminence of the voling method. Imagine all of the kinds of usual online electioneering that occurs
that would now need be re-assessed to their legality as voting is “just a few clicks away”.

The current laws reflects the reality and experience of election booths and postal ballots. We can
imagine the scenarios- maybe someone is about to post their ballot and a person comes up and
yells at them to reconsider their vote. Now imagine this in terms of social media and email, in which
being ‘yelled at’ is a significant portion of the experience daily. Do we consider this trivial? is voting
trivial? this a real issue that needs to be addressed and developed to reflect the respect we give to
the voting process. Currently it is pre-mature.

I am sure many Councillors are familiar with the Local Electoral Act and | would encourage them to
peruse the legislation with fresh, online eyes. | do not think this should be something we approach
with a reactive set of tools under current legislation, there must be pro-active law review and
guidance promulgated that is focused on the real experience of online voting.
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Lack of Justification

I wanted to just briefly speak to the issue of engagement. In my life so far | experienced online
voting being introduced at Otago University for OUSA, to no noticeable effect in combating apathy
about the process of voting for OUSA representatives. | have seen no evidence anywhere of online
voting meaningfully increasing engagement with government.

I consider that the postal voting method is sufficient for those with disabilities and issues with
accessibility, in many ways | view postal voting is superior to online voting given issues discussed
above. | do not consider cost-savings as potential justification for introducing online voting, and
particularly not in the context of a trial.
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1 |Infringements issued to registration number: UR2051 between 5/11/2012 and 8/12/2013

2 ................................................................................................................................................................................................................................................................................................................
Prompt payment

3 |Notice No. Offence Date and Time Infringement Fee discount

4 |pos22387 i 07/11/201215:58 $15.00

5 [pos24381 21/11/2012 1641 s1200

6 [P9529392 03/12/2012 14:38 $12.00

7 |P9540182 21/02/2013 16:10 $12.00

8 [posatsie | 26/02/20131423 $15000

9 |P9543438 11/03/2013 11:26 $12.00 $2.00

10 [P9545688 20/03/2013 13:36 $21.00

11 [P9549193 22/04/2013 16:10 $12.00

12[Po566551 | 26/06/201313:23, $2100

13 [P9569039 09/07/2013 13:43 $15.00

14 |[P9561133 16/07/2013 15:59 $21.00

15 |P9574212 25/07/2013 14:52 $12.00

16p9582813 | 26/09/20131135 $12.00

17 |P9598161 21/11/2013 14:38 $12.00 $2.00

18 |TOTALS: 14 Infringements $204.00 $4.00 $188.00§ S0.00E $12.00
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1 |Infringements issued to registration number: FLB918 between 13/06/2014 and 01/11/2015
2

Prompt payment

3 |Notice No. Offence Date and Time Infringement Fee discount Payments Received! ~ Outstanding Amount Transferred to Court
4 |P9640593 01/07/2014 14:09 $12.00 $12.00 $0.00
5 |P9639176 03/07/2014 11:02 $40.00 $40.00 $0.00
6 [P9639753 08/07/2014 11:41 $40.00 $40.00 $0.00
7 |P9637197 23/07/2014 13:41 $30.00 $30.00 $0.00
8 |P9644476 29/07/2014 11:43 $12.00 $2.00 $10.00 $0.00
9 |P9646096 16/08/2014 10:50 $40.00 $40.00 $0.00
10 |P9647401 19/08/2014 14:07 $12.00 $2.00 $10.00 $0.00
11 |P9646195 22/08/2014 09:35 $40.00 $40.00 $0.00
12 |P9648813 02/09/2014 09:50 $12.00 $2.00 $10.00 $0.00
13 |P9651690 09/09/2014 15:49 $12.00 $2.00 $10.00 $0.00
14 |P9653356 11/09/2014 16:19 $12.00 $2.00 $10.00 $0.00
15 |P9654116 23/09/2014 08:51 $12.00 $2.00 $10.00 $0.00
16 |P9659812 14/10/2014 09:29 $40.00 $40.00 $0.00
17 |P9659892 15/10/2014 14:10 $12.00 $12.00 $0.00
18 |P9665089 04/11/2014 07:51 $12.00 $2.00 $10.00 $0.00
19 |P9633435 18/11/2014 07:42 $12.00 $12.00 $0.00
20 [P9668547 25/11/2014 15:45 $15.00 $15.00 $0.00
21 [P9668553 25/11/2014 16:20 $15.00 $15.00 $0.00
22 [P9652824 03/12/2014 14:45 $15.00 $15.00 $0.00
23 [P9671110 17/12/2014 15:52 $12.00 $2.00 $10.00 $0.00
24 |P9678689 27/01/2015 13:52 $12.00 $0.00 $0.00 $12.00
25 [P9676411 04/02/2015 16:15 $40.00 $40.00 $0.00
26 [P9680463 17/02/2015 11:45 $12.00 $2.00 $10.00 $0.00
27 |P9682901 24/02/2015 10:55 $12.00 $12.00 $0.00
28 [P9678201 25/02/2015 09:52 $12.00 $12.00 $0.00
29 [P9679901 25/02/2015 17:31 $40.00 $40.00 $0.00
30 |P9675537 24/03/2015 10:39 $21.00 $21.00 $0.00
31 [P9675559 24/03/2015 15:45 $12.00 $12.00 $0.00
32 [P9687924 28/03/2015 12:14 $40.00 $40.00 $0.00
33 [P9690065 30/03/2015 14:01 $12.00 $2.00 $10.00 $0.00
34 {P9673820 08/04/2015 11:46 $12.00 $12.00 $0.00
35 {P9692352 17/04/2015 12:29 $12.00 $2.00 $10.00 $0.00
36 |P9692364 17/04/2015 16:15 $12.00 $2.00 $10.00 $0.00
37 |P9697345 05/05/2015 15:32 $12.00 $2.00 $10.00 $0.00
38 [P9694986 06/05/2015 14:53 $12.00 $2.00 $10.00 $0.00
39 [P9692760 11/05/2015 16:17 $12.00 $12.00 $0.00
40 |P9699390 19/05/2015 14:02 $12.00 $12.00 $0.00
41 |P9695357 21/05/2015 12:03 $12.00 $12.00 $0.00
42 |P9705307 23/06/2015 16:30 $12.00 $2.00 $10.00 $0.00
43 |P9705318 23/06/2015 17:08 $15.00 $15.00 $0.00
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1 |Infringements issued to registration number: FLB918 between 13/06/2014 and 01/11/2015
2

Prompt payment

3 |NoticeNo.  : | Offence Date and Time Infringement Fee discount Payments Received! ~ Outstanding Amount Transferred to Court
44 1P9707930 06/07/2015 15:42 $15.00 $15.00 $0.00
45 |P9709200 07/07/2015 17:36 $15.00 $15.00 $0.00
46 |P9711248 20/07/2015 14:18 $12.00 $12.00 $0.00
47 |P9712839 22/07/2015 14:26 $12.00 $12.00 $0.00
48 |P9712257 24/07/2015 14:52 $12.00 $12.00 $0.00
49 |P9715666 27/07/2015 17:22 $40.00 $40.00 $0.00
50 {P9710069 13/08/2015 16:40 $12.00 $12.00 $0.00
51 {P9720263 31/08/2015 13:49 $12.00 $12.00 $0.00
52 |P9723699 11/09/2015 10:35 $12.00 $12.00 $0.00
53 {P9723709 11/09/2015 11:28 $21.00 $21.00 $0.00
54 {P9726849 21/09/2015 14:23 $12.00 $12.00 $0.00
55 [P9734516 22/10/2015 16:42 $12.00 $12.00 $0.00
56 {P9731796 27/10/2015 16:18 $12.00 $12.00 $0.00
57 {P9731514 27/10/2015 16:30 $60.00 $60.00 $0.00
58 |TOTALS: 54 Infringements $1,002.00 $30.00 $960.00 $0.00 $12.00









